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bits per second

sun Mon Tue

From 2014/82/88 22:39:81 To 2814/82712 18:18:43

H Inbound Current: 38.95 M Average: 47.60 M Maximum: 218.73 M
W Outbound Current : 5.18 M Average: 3.8 M Maximum: 23.51 M
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ntpd -version

Tkl A Wdo] Hal HHHTE wE 749 o RLollA 2] WA ntpdE The-=2&
= St} (&= URL : http://www.ntp.org/downloads.html)
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3 “ntp.conf W “disable monitor” & AF%d, NTP AH|2AE A Ztsh= o=

monlist 7S H|&A3} & 4 S},

g2 vHo g = ofgfet 2ol “ntp.conf” FHUY “restrict default” FE-of
“noquery” & F7FFO R monlist 7]5S &3]} 5f= Tl 28] SHERS HIHE
st slAE = A,

restrict default kod nomodify notrap nopeer noquery
restrict -6 default kod nomodify notrap nopeer noquery
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root@elven-virtual-machine: /home/elven# ntpdc -c monlist 111.]
***Harning changing to older implementation
remote address port local address count m ver rstr avgint

160401
32613132
27762007

3974
11599
32673399
48678
55228
57156
58143
21688200
1936380

olverprojec 58130 0.0.
lolverprojec 58136 0.0.
169 60231 0.6.
-37-187-229 9987 0.0.
et 123 ©.0.
34 41663 0.6.
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Hob 271 “Nmap” & o]&3sto] &A4F Auj2 AR HIHEE 3T % .
“Nmap” |41+ NSE 2T HEZE Al&at=d, o] 5 “ntpmonlist” = =3l monlist 43}

ool T Felo] Fhssie,

nmap -sU -pU:123 -Pn -n —script=ntp-monlist <& C{at NTP AH IP>

o oS AAsIAS Wl ntpmonlist ¥ 2 AEZF FHETHA FHofRlo] EAet=

o] £o %= “OpenNTPProject” & &3l 574 WEY A HFA NIP AH FrEE
3tolst 4= 9o o] YAEE Mo &8s 4% U}, (URL : http://openntpproject.org)

| <12 3-2> OpenNTPProject AJO|E. 3}H

OpenNTPProject.org - NTP Scanning Project

Search my IP space (eg: 192.0.2.0/24 - searches "larger” than /22 will be rejected): |

If you are a member of the general public: If you are a member of the security community:
How can | check my server? - run the command ntpde -n -¢ menlist You can contact the ntp-scan /at/ puck.nether.net 1o obtain the raw data. It is
182.0.2.10rntpg —¢ rv 192.0.2.1-[fyou seea response, your server available for re-use in your reparting.

may be used in attacks.

How can | fix my server, router or other device? You should upgrade tp i
NTP-4 2 7p26 or later. Yau can add d1sable monitor t0YOUr nto. conf and About US:
restart your NTP process if on an eariier version. Aiso check out the Team Cymru

Sacure NTP Template - Also see NTP Bug £1532 OpenNTPProject.org is operated in conjunction with Network Time Foundation. If this
Secure NTF Template - NTP Bug #1532

service is valuable, please consider joining or donating to NTF.
The server should also not respond 10 1ocpinfo OF iostats requests as well

We test the internet for NTP MODE & and MONLIST MODE 7 responses.

Cisco customers should ask about or open a case against CSCH20300
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iptables -A OUTPUT -p udp --sport 123 -m length --length 100: -j DROP

o] ol %= ‘ntpquery’ ©l W3t ‘rate-limit’

I oWl 39 o] el A oA Al st
recent --set --name ntpquery

1=, <Y [Pl A

iptables -A INPUT -p udp --dport 123 -m
iptables -A INPUT -p udp --dport 123 -m recent --name ntpquery --rcheck

--seconds 60 --hitcount 3 -j DROP
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| <a% 3-3> NTP monlist 2% T3l

= Network Time Protocol (NTP Version 2, private)
# Flags: Oxd7
= auth, seqguence: O
[ R = Auth bit: ©
. 000 0000 = Seguence number: O

Implementation: XNTPD (3
Request code: MON_GETLIST_1 (42)

0000 00 1B Bb f9 7e 6f 00 90 Ob 2e b8 03 08 00 45 0O vt e E.
0010 01 d4 00 DO 40 00 32 11 cb a9 79 87 g AR ) .
0020 feibiieal}0 7B bf 75 01 cO eB 79 d7 OOREE] 2a 00 06
003000000060000 00 00 00 OO0SSfmSdemiimid :
0040 Eaa Bd 6e e4 4a c0 a8 00 64 00 00 00 01 bf 75 1 P T et |
0050 07 02 00 00 00 OC 00O OCO OO0 OC OC OC 00 Q00 OO0 OO0 Lo wwwwunnn
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